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1. Which programs should always have updates 
permitted and activated? 

2. Which of the following type(s) of malware is/are 
NOT (a) virus(es)? 

3. To lock a Windows PC, press both the ___ keys 
(where + indicates simultaneous pressing) 

4. According to your assigned reading, which of 
the following sources of free software is/are 
trustworthy? 

5. Where should employees ideally be backing up 
confidential, propriety data that is available on 
their own mobile devices if they are used for an 
organization’s business? 

6. What is the name of the international ring of 
hackers that specializes in infecting mobile 
devices while in hotels according to your 
assigned readings? 

7. What does the acronym BYOD mean in the 
context of this course? 

8. A good _____ can prevent unauthorized 
programs from being installed on your computer 
without your knowledge. 

9. Which of the following criteria is/are (a) 
criterion/criteria for making a password harder 
for hackers to guess or crack? 

10. Which of the following among the options listed 
is rated the more serious risk to an organization 
according to your assigned reading? 

11. Some hackers gain access to company networks 
for long-term access and break into all possible 
sources of confidential data. This approach is 
known as ___ 

12. A _____ is a piece of code that is capable of 
copying itself in order to do damage to your 
computer. 

13. Why should you lock your computer when you 
leave it in your dorm room? 

14. Which of the following criteria is/are (a) way to 
make a password harder for hackers to guess or 
crack? 

15. How can a lost mobile phone that has been used 
by a salesperson harm the employer? 

16. _____ can be configured to prevent employees 
from sending certain types of emails or 
transmitting sensitive data outside of the 
network. 

17. Which of the following functions should be 
programmed into employees' mobile devices if 
they are being used for corporate functions? 

18. What is the recommended method for finding 
out if your Mac computer has updates waiting? 

19. Which type of protective software has a WIDER 
range of protection for users? 

20. A company moving to BYOD should provide 
employees' devices with ___ 

21. What is the recommended method for finding 
out if your Windows computer has updates 
waiting? 

22. Why should you update your software as a 
matter of routine? 

23. Which of the following is a good reason why 
you might want to lock your iPhone 
automatically? 

24. Why should you be careful in choosing where to 
download free software? 

25. On the inbound side, _____ can prevent access 
to particular Websites. 

26. To prevent someone from using your computer 
without your permission, you should ___ it. 

27. How can you access The Mac App Store? 

28. How can you make a password harder to guess 
or crack? 

29. What is the name of the service that provides 
trustworthy apps for your Mac? 

30. What is /are (a) major source(s) of malware on 
mobile devices? 

31. Which of the following criteria is/are (a) 
criterion/criteria for creating a _good_ 
password? 

32. If you are using an Android smartphone, you 
can set a lock that requires ____ to unlock the 
phone. 

33. To lock a Mac, you may be able to _____ 

34. Which type of protective software protects users 
against MORE RECENT threats? 
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35. _____ work like a filter between your computer 
or network and the Internet. 

36. The main goal of a personal firewall is to ___ 

37. What is the recommended approach to 
protecting against malware? 

38. What is the primary reason organizations opt for 
BYOD?
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